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version ’ v3
( )
?erial Number) 10001
?ignature algorithm) ID CA
algorithm identifier 12.840.113549.1.15 sha-1WithRSAEncryption

(

)

ou="ENV Root CA”, CA (DN)
issuer name ou="Ministry of the Environment”,
( ) 0="Japanese Government”, UTF8String(Country
=JP PrintableString)

validity period
( )

notBefore YYMMDDHHMMSSZ

( ) 0104010000002 UTCTime

notAfter YYMMDDHHMMSSZ

( ) 1104010000002 UTCTime

ou="ENV Root CA”, CA (DN)
subject name ou="Ministry of the Environment”,
( ) 0="Japanese Government”, UTF8String(Country
=JP PrintableString)
subject public key info CA
( )
Igorithm identifier cA

?go” ) 1.2.840.113549.1.1.1 RSAEncryption

?arameter ) NULL RSA

?ubhc kiy BIT STRING CA BIT
extensions
( )
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authorityKeyldentifier
( ) FALSE A ]

keyldentifier OCTET STRING sha-
?ubjectKeyldentlfl)er FALSE | OCTET STRING sha-1
keyUsage
( )

keyCertSign TRUE

cRLSign
. _ _ CA
'(SS”e'A'tName ) FALSE gf' C_’J‘F),”' UTF8String(Country

B P PrintableString)
subjectAltName ou= ou= CA
( J ) FALSE | o UTF8String(Country
’ PrintableString)

basicConstraints CA
( ) TRUE

CA CcA=TRUE

cn=arl, :
o . ou="ENV Root CA" directoryName CRL/ARL
cRLDistributionPoints I . ”
FALSE | ou="Ministry of the Environment”, ,
(CRL ) y .y UTF8String(Country
0="Japanese Government”, . !
PrintableString)
=JP

issuer's signature CA
( )

?'go”thm \dentifier ) 1.2.840.113549.1.15 sha-1WithRSAENcryption

ENCRYPTED ( )
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version ’ v3
( )
?erial Number) 10002
?ignature algorithm) ID CA
algorithm identifier 12.840.113549.1.15 sha-1WithRSAEncryption

(

)

ou="ENV Root CA”, CA (DN)
issuer name ou="Ministry of the Environment”,
( ) 0="Japanese Government”, UTF8String(Country
=JP PrintableString)

validity period
( )

notBefore YYMMDDHHMMSSZ

( ) 0104010000002 UTCTime

notAfter YYMMDDHHMMSSZ

( ) 060401000000Z UTCTime

. ou="Bridge CA", BCA (DN)
subject name a y
( ) 0="Japanese Government”,
=JP

?ubject public key m)fo BCA

algorithm identifier BCA

( ) 1.2.840.113549.1.1.1 RSAENcryption

parameter NULL RSA

( )

f”b“c kiy BIT STRING BCA BIT
extensions
( )
authorityKeyldentifier
( ) FALSE A 1

keyldentifier OCTET STRING sha-
subjectKeyldentifier FALSE | OCTET STRING BCA sha-1

( )
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keyUsage
( )
keyCertSign TRUE
cRLSign
certificatePolicies
( )
policyldentifier oID
certPolicyld TRUE 0.2.440.100195.8.5.1.1.10 id-env-cp-ds.class10
policyQualifiers (CP/CPS )
policyQualifierld id-gt-cps CP/CPS
qualifier http://www.env.go.jp CPS URI 1A
policyMappings
( )
issuerDomainPolicy FALSE | 02.440.100195.8.5.1.1.10 CA oID
subjectDomainPolicy 0.2.440.100145.8.1.1.1.10 BCA oID
basicConstraints CA
( ) TRUE
cA cA=TRUE
policyConstraints
( )
requireExplicitPolicy TRUE 0
inhibitP olicyMapping 1
cn=arl, .
cRLDistributionPoints Ou="ENV Root CA" drectoname AR
FALSE | ou="Ministry of the Environment”, ,
(CRL ) a , UTF8String(Country
0="Japanese Government”, i !
PrintableString)
=JP
issuer’s signature CA
( )
?'go”thm identifier 1.2.840.113549.1.15 sha-1WithRSAEncryption
ENCRYPTED ( )
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version 5 v3
( )
?erlal Number) 10010
signature algorithm ID CA
( )
algorithm identifier 1.2.840.113549.1.15 sha-1WithRSAENcryption

(

)

ou="ENV Root CA”", CA (DN)
issuer name ou="Ministry of the Environment”,
( ) 0="Japanese Government”, UTF8String(Country
=JP PrintableString)
validity period
( )
notBefore YYMMDDHHMMSSZ
( ) 0104010000002 UTCTime
notAfter YYMMDDHHMMSSZ
( ) 0404010000002 UTCTime
cn="Chief of Office of
Environmental Information”, (ON)
ou="Office of Environmental .
- cn= ,---CTjp
subject name Information”, o (
( ) ou:”G.erlleraI Affairs D|v!5|on”, )
ou:"M!n!sters Secretar!at , . | UTEsstring(Country
ou="Ministry of the Environment”, . .
Ch y PrintableString)
0="Japanese Government”,
=JP
subject public key info
( )
?Igonthm identifier ) 12840.113549.1.1.1 RSAENcryption
?arameter | NULL RSA
?ubhc kiy BIT STRING BIT
extensions
( )
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authorityKeyldentifier
( ) FALSE -
keyldentifier OCTET STRING CA sha-1
?ubjectKeyldentlfl)er FALSE | OCTET STRING sha-1
keyUsage
( y g) TRUE
digitalSignature 1
nonRepudiation 1
ificatePolici
certificatePolicies TRUE
( )
policyldentifier OoID
certPolicyld 0.2.440.100195.8.5.1.1.10 id-env-cp-ds.class10
policyQualifiers (CP/CPS )
policyQualifierld id-gt-cps CP/CPS
qualifier http://www.env.go.jp CP/CPS URI1AS
. _ _ CA
l(ssuerAItName ) FALSE 82_ C_’Jgu_ ’ UTF8String(Country
- T PrintableString)
cn= , (
subjectAltName ou= ,0u= ,
( ) ) FALSE | .. - )
o= ’ c=Jp ’ UTF8String(Country
- e PrintableString)
cn=crl, .
o . ou="ENV Root CA”" directoryName CRL/ARL
cRLDistributionPoints —_ . ”
FALSE | ou="Ministry of the Environment”, ,
(CRL ) . ” UTF8String(Country
0="Japanese Government”, . :
PrintableString)
=JP
l(ssuers 3|gna)1ture CA
?'g°"thm identifier ) 12.840.113549.1.15 sha-1WithRSAEncryption
ENCRYPTED ( )
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version 5 v3
( )
?erlal Number) 10002
signature algorithm ID CA
( )
algorithm identifier 1.2.840.113549.1.15 sha-1WithRSAEncryption

(

)

ou="ENV Root CA”, CA (DN)
issuer name ou="Ministry of the Environment”,
( ) 0="Japanese Government”, UTF8String(Country
=JP PrintableString)
validity period
( )
UTCTime
notBefore YYMMDDHHMMSSZ OldwithNew
( ) 0104010000002 NewWithold
UTCTime
OldwithNew
notAfter YYMMDDHHMMSSZ
( ) 0603310000002 NewWithOld
ou="ENV Root CA”, CA (DN)
subject name ou="Ministry of the Environment”,
( ) 0="Japanese Government”, UTF8String(Country
=JP PrintableString)
?ubject public key m)fo CA
algorithm identifier CA
( ) 1.2.840.113549.1.11 RSAEncryption
?arameter ) NULL RSA
CA BIT
public key
( ) BIT STRING OldWithNew
NewWithOld
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extensions

( )
authorityKeyldentifier
( )
OldWithNew
. FALSE sha-1
keyldentifier OCTET STRING NewWithold
sha-1
OldWithNew
subjectKeyldentifier sha-1
( ) FALSE | OCTET STRING NewWithold
sha-1
keyUsage
( )
keyCertSign TRUE
cRLSign
certificatePolicies
( )
policyldentifier FALSE oID
certPolicyld 25.29.32.0 ANY-POLICY
. CA
'(SS”erA'tName) FALSE | o b UTF8String(Country
’ PrintableString)
subjectAltName ou= , U= CA .
( ) FALSE o= c=Jp . UTFSSt.nng(Country
’ PrintableString)
basicConstraints TRUE CA
( )
cA cA=TRUE
o . SE;?I;’\IV Root CA”, directoryName CRL/ARL
cRLDistributionPoints e . ”
(CRL ) FALSE OH: Ministry of the EnV|ro”nment | UTF8String(Country
0="Japanese Government”, i !
_ PrintableString)
=JP
CA
. . OldwWithNew
issuer's signature
( ) NewWithQOld
?'go”thm identifier 1.2.840.113549.1.15 sha-1WithRSAEncryption
ENCRYPTED ( )
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version v2 CRL
1
( )
signature
( )
algorithmldentifier
?'gor'thm ) 1.2.840.113549.1.15 sha-1WithRSAEncryption
ou="ENV Root CA”, CA (DN)
issuer ou="Ministry of the Environment”,
( ) 0="Japanese Government”, UTF8String(Country
=JP PrintableString)
thisUpdate YYMMDDHHMMSSZ
( ) 0105010000002 UTCTime
nextUpdate YYMMDDHHMMSSZ
( ) 0105020000002 UTCTime
revokedCertificates (
( ) )
userCertificate 10002
revocationDate VYMMDDHHMMSSZ
0105010000002 UTCTime
crlEntryExtensions
( )
( )
reasonCode
unspecified [0]
keyCompromise [1]
cACompromise [2] CA
affiliationChanged [3]
FALSE
superseded [4]
cessationOfOperation [5]
certificateHold [6]
removeFromCRL [8] CRL
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revokedCertificates (

criExtensions
( )
authorityKeyldentifier
( )
FALSE

keyldentifier OCTET STRING CA sha-1
CRLNumber
(CRL ) FALSE | 32

IssuingDistributionPoint

cn=crl,
ou="ENV Root CA”,
TRUE | ou="Ministry of the Environment”,

directoryName CRL/ARL

( ) 0="Japanese Government”, U'I.'FSStrmg(.Country
_ PrintableString)
=JP
onlyContainsUserCerts TRUE

ENCRYPTED ( )
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version v2 CRL
1
( )
signature
( )
algorithmldentifier
?'gor'thm ) 1.2.840.113549.1.15 sha-1WithRSAENcryption
ou="ENV Root CA”, CA (DN)
issuer ou="Ministry of the Environment”,
( ) 0="Japanese Government”, UTF8String(Country
=JP PrintableString)
thisUpdate YYMMDDHHMMSSZ
( ) 0105010000002 UTCTime
nextUpdate YYMMDDHHMMSSZ
( ) 0105020000002 UTCTime
revokedCertificates (
( ) )
userCertificate 10005
revocationDate VYMMDDHHMMSSZ
0105010000002 UTCTime
crlEntryExtensions
( ) ( )
reasonCode
unspecified [0]
keyCompromise [1]
cACompromise [2] CA
affiliationChanged [3]
FALSE
superseded [4]
cessationOfOperation [5]
certificateHold [6]
removeFromCRL [8] CRL

revokedCertificates (
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crlExtensions
( )
authorityKeyldentifier
( )
FALSE
keyldentifier OCTET STRING CA sha-1
CRLNumber
(CRL ) FALSE | 32
cn=arl, :
o _ 0U="ENV Root CA" directoryName CRL/ARL
IssuingDistributionPoint e , y
TRUE | ou="Ministry of the Environment”, ,
( ) o UTF8String(Country
0="Japanese Government™, i :
PrintableString)
=JP
onlyContainsCaCerts TRUE
ENCRYPTED ( )
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